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Abstract. This paper briefly introduces the design rationale and its reference implementation
of SOLMAE which is a lattice-based signature scheme following the hash-and-sign paradigm
in the style of Gentry–Peikert–Vaikuntanathan signatures, and instantiated over ntru lattices.
SOLMAE shows the same simple, fast, parallelizable signing algorithm as Mitaka, with
flexible parameters by leveraging a novel key generation algorithm that is much faster and
achieves versatile security and short key and signature sizes as FALCON. In addition,
SOLMAE is strongly believed to be one of best KpqC candidates as lattice-based signature
over structured lattices by judging its reference implementation compared with others.
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1 Introduction

When Shor [10] has proposed an efficient ran-
domized algorithm on a hypothetical quantum
computer in 1999 to integer factorization and dis-
crete logarithm problems in a polynomial time,
it was beyond of our imagination building for the
powerful computing environment at that time.
Currently the threat of attacking the current (or
classical) secure system by using the quantum
computer is expected to be right at our fingertips
due to the aggressive road map by IBM quan-
tum computing. We are very concerned about
so called Harvest now, decrypt later attack [11]
which is a surveillance strategy that relies on the
acquisition and long-term storage of currently un-
readable encrypted data awaiting possible break-
throughs in decryption technology that would
render it readable in the future.

Due to the substantial amount of research
on quantum computers, large-scale quantum
computer if built, can break many of public-
key cryptosystems in use. In 2016, NIST [9]
has initiated Post Quantum Crytography(PQC)
project to solicit, evaluate, and standardize one
or more quantum-resistant cryptographic algo-
rithms for Key Encapsulation Mechanism(KEM)
and Digital Signature(DS) from all over the
world. After several number of rounds, NIST
has finally selected CRYSTALS-Kyber for
KEM and CRYSTALS-Dilithium, FALCON and
SPHINCS+ in 2022.

Influenced by this NIST PQC project, Ko-
rean cryptographic society led by KpqC orga-

nization [8] has called for soliciting Korean PQC
standard candidates by the end of Oct. in 2022.
By the due of submission, 7 candidate algorithms
and 8 candidate algorithms for KpqC competi-
tion were submitted for KEM and DS, respec-
tively.

SOLMAE 1 submitted to KpqC Competition
as one of DS candidate algorithms is a lattice-
based signature scheme inspired by several pio-
neering works based on the hash-then-sign signa-
ture paradigm proposed by Gentry, Peikert and
Vaikuntanathan [5]. In this paper, we report how
SOLMAE was designed depending on design
rationale and suggest its performance compared
with FALCON and ECDSA using our reference
implementation in C programming language as
Proof-of-Concept.

The organization of this paper is as follows:
In Section 2, we describe the design rationale
of SOLMAE and suggest its pros and cons in
Section 3. In Section 4, we make compari-
son SOLMAE with RSA, ECDSA and FALCON
from the points of security and performance. Fi-
nally we will give the concluding remarks and
challenging issues.

2 Design rationale

SOLMAE is inspired from FALCON’s design.
Some of the new theoretical foundations of our
1 This is an acronym of quantum–Secure algOrithm

for Long–term Message Authentication and
Encryption.



scheme were laid out in the presentation of Mi-
taka [3]. At a high-level, it removes the inherent
technicality of the sampling procedure, and most
of its induced complexity from an implementa-
tion standpoint, for free, that is with no loss of
efficiency. The simplicity of our design translates
into faster operations while preserving signatures
and verification keys sizes, on top of allowing for
additional features absent from FALCON, such
as enjoying cheaper masking, and being paralleliz-
able. By using the novel compression techniques
and tools of [4], we can also obtain smaller sig-
natures and verification keys than those already
achieved by FALCON. To sum-up, our design
aims to achieve better performances for the same
security and advantages as FALCON.

Here we focus on the big lines behind our
scheme’s principles, keeping details at a mini-
mum. While its predecessor FALCON could be
summed-up as an efficient instantiation of the
GPV framework, SOLMAE takes it one step
further. The main ingredients in SOLMAE are:

– Hybrid sampler is a faster, simpler, paral-
lelizable and maskable Gaussian sampler to
generate signatures;

– Optimally tuned key generation algo-
rithm, enhancing the security of our new
sampler to that of FALCON’s level2;

– Dedicated compression techniques to
reduce bandwidth consumption even further,
at no cost on the security according to our
analyses.

A quick overview of hash-then-sign over
lattices Almost all hard cryptographic problems
from lattices involve either computing short vec-
tors or decoding a target to a close lattice point,
from an arbitrarily bad description of the lattice.
Hash-then-sign over lattices is no exception, as
it can be described as follows:

– a message M is hashed as a vector m =
H(M) in the ambient space of a public lattice
L;

– After computing a point v ∈ L quite close to
H(M), a signature is s = H(M) − v;

– a pair (M, s) is valid if H(M) − s belongs to
L and s is short enough.

On the one hand, only the signer should be able
to efficiently compute v close enough to an arbi-
trary target. This is a decoding problem that can
be solved when a basis of short vectors is known.
2 This corresponds to NIST-I and NIST-V require-

ments.

On the other hand, anyone wanting to check the
validity of a signature should be able to verify
lattice membership. The scheme therefore relies
on two main ingredients:

1. the ability to generate trapdoor pairs (A, B)
of bases for a given lattice L, where B re-
mains secret and is composed of short vec-
tors;

2. an efficient procedure exploiting trapdoor, B
to compute signatures.

Gentry-Peikert-Vaikuntanathan paradigm
The key observation in the GPV framework [5]
is that one can get a non-leaking signature algo-
rithm by replacing the round-off by lattice Gaus-
sian sampling. Such a procedure would output
random vectors in Lntru with a Gaussian-like dis-
tribution independent of the lattice basis, thwart-
ing statistical attacks to recover B. The authors
of [5] also recalled Klein’s algorithm to sample
lattice Gaussians in quadratic time, but the prac-
tical efficiency of the whole design was not really
addressed. This result was undeniably a huge
step forward for hash-then-sign over lattices, how-
ever trapdoors were now not only asked to be
made of short vectors, they would also need that
their Gram-Schmidt orthogonalization was made
of vectors as short as possible. This was indeed
necessary to ensure that Klein’s algorithm would
output Gaussians with small variance; without
such a property, it would be easier for an adver-
sary to forge valid signatures.

NTRU strikes again: the trapdoors of
Ducas, Lyubashevsky and Prest In [1],
ntru-like lattices were again the center of at-
tention. Switching from Z[X]/(Xn − 1) to a ring
of cyclotomic integers R = Z[X]/(X2n + 1), the
authors observed that the algebraic structure
underlying these lattices gave strong and use-
ful geometric constraints. Generally, the largest
Gram-Schmidt vectors of an ntru lattices would
correspond to (f, g) and a completion (F, G) of
the secret basis. It is hopeless to expect any (f, g)
to lead to a trapdoor basis useful for signing, but
one could hope to find a good pair reasonably
fast by some kind of random walk among the set
of potential keys.

Sampling: an interplay between trapdoor
quality and security level Klein’s algorithm
actually suffers from its quadratic complexity in
practice. Because of the algorithm’s design, it also
unfriendly to parallelization. Ducas and Prest
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soon realized that these limitations could be
avoided thanks to the algebraic structure of the
underlying cyclotomic ring Z[X]/(X2n +1). They
described a recursive quasi-linear approach [2]
to Klein’s algorithm exploiting the tower struc-
ture of the ring, in the spirit of the Fast Fourier
Transform algorithm — which gave its name to
their new sampler. At the price of an intricate
implementation, the resulting Gaussian sampler
achieves impressive performances, close to sign-
ing time of the other NIST winning signature,
Dilithium.

3 Pros and Cons

The readers can refer the details of SOLMAE
to [7]. SOLMAE enjoys the following pros.

– Compactness: The signature size, or the
combined verification key plus signature size,
are comparable to that of FALCON’s, which
was the lightest in bandwith consumption
among the winning signatures in NIST’s com-
petition. They can be further reduced by the
addition of the compression techniques of [4].

– Simplicity and efficiency: The hybrid
sampler is tailored to exploit the algebraic
structures of ntru lattices, involves only
straightforward, elementary operations be-
tween polynomials, and is practically more
efficient than the FFO sampler.

– Side-channel resilience: Masking SOL-
MAE can be done with standard and well-
understood counter-measures, at cheaper
overhead than FALCON.

On the other hand, our scheme presents some
cons:

– Reliance on floating point arithmetic:
Just like its ancestor FALCON, our scheme
relies importantly on the Fourier represen-
tation of polynomials, that is, representing
them by evaluation at complex roots of unity,
prompting the use for floating points arith-
metic.

– Algebraically structured security as-
sumptions: ntru lattices enjoys strong
symmetries stemming from their algebraic
structure, meaning that the underlying hard-
ness assumption corresponds to a subclass
of problems potentially easier than for plain,
regular lattices. We stress that up to current
knowledge, no significant improvement on the
cryptanalysis or the asymptotic complexity
are known for these problems.

4 Comparison and Performance
Analysis

Table 1 summarizes the comparison of key fea-
tures between RSA and SOLMAE from the
points of security and computation. Note that we
need algebraic knowledge to understand SOL-
MAE and SIS means Short Integer Solution.

Table 1: Key Features of RSA and SOLMAE
Item RSA SOLMAE
Mathematics Number Theory Algebra
Basic operation Mod. Exp. Polynomial
Trapdoor Mul. Inverse ntru
Verification Left = Right Left ≤ Right
Gaussian sampling No Yes
Security assumption Integer Fact. SIS
Worst to avg. red. No Yes
Classical attack No No
Quantum attack Yes No

Our implementation has been tested on various
x86–64 platforms, and consistently outperforms
FALCON in signing and verification in equal
dimension, while key generation is slightly slower.
Timings below have been collected on a single
core of a Ryzen Threadripper Pro 5975WX @
3.60 GHz workstation with hyperthreading and
frequency scaling disabled. The performance com-
parison between SOLMAE and FALCON is
made in Table 2 where since the speed tool used
in FALCON does not include cycle counts, so
they are omitted. In Table 2, S-512(or 1024) indi-
cates SOLMAE-512(or 1024) and F-512(or 1024)
indicates FALCON-512(or 1024), respectively.

Table 2: Comparison between SOLMAE and
FALCON

S-512 S-1024 F-512 F-1024

KeyGen time Mcycles 27 65 — —
time (ms) 7.5 18 5.0 15

pk size Bytes 896 1792 896 1792

Sign time Kcycles 387 775 — —
time (µs) 108 216 220 441

sgn size Bytes 666 1375 666 1280

Verif time Kcycles 40 84 — —
time (µs) 11 23 18 36

Observe that our new KeyGen is fairly close to
FALCON’s in terms of speed. For signing, SOL-
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MAE consistently outperforms FALCON by a
factor of about 2, and for verification, SOLMAE
is also about 50% faster.

In Table 3 we made performance comparison
of SOLMAE-512 with Shake-128 and ECDSA
P256r1 with SHA256 provided by Dreamsecurity
Engineer [6] using our publicly available SOL-
MAE-512 C language reference implementation
under their typical computing platform. Com-
pared with ECDSA, the keygen of SOLMAE-
512 is slower than EDCSA P256r1 by online
computation 3. But the signing and verification
of SOLMAE-512 is about 10 times more faster
than those of ECDSA P256r1 currently used in
TSL or SSL which makes no speed degradation
when we apply quantum-secure SOLMAE for
PKI and various security applications.

Table 3: Comparison of SOLMAE and ECDSA
SOLMAE ECDSA

Specification 512 P256r1

Size(Bytes) pk 1,792 65
sgn 1,375 32

Time KeyGen(ms) 30.21 2.53
Sign(µs) 288.2 2,582.8
Verif(µs) 55.6 7,744.7

5 Concluding Remarks

FALCON is claimed to have the advantage of
providing short public keys and signatures as well
as high security levels; plagued by a contrived
signing algorithm, not very fast for signing and
hard to parallelize; very little flexibility in terms
of parameter settings.

However, our design shows that SOLMAE has
the simple, fast, parallelizable signing algorithm,
with flexible parameters. By leveraging a novel
key generation algorithm that is much faster
and achieves higher security, SOLMAE achieves
the versatile security and short key and signa-
ture sizes as FALCON. From the performance
point of view, SOLMAE was verified to be faster
than ECDSA when signing and verifying and is
strongly believed to be one of best candidates for
KpqC competition. Some challenges such as im-
plementation of intermediate NIST security level
from II to IV and the extension of SOLMAE
for various applications etc. are left to do next.
3 Note that keygen of SOLMAE can be operated

online/offline together in parallel.
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